Operating Iinstructions
BlueEdit-Config

Copyright © 2008 MSiIndustrie Software GmbH. All rights reserve

d.







Operating instructions BlueEdit-Config

Table of Contents

Introduction 1
Installation 2
System requirements 5
Supported devices and protocols 6
General operating instructions 7

Software license 9
Demo version 10

Configuration 11
Getting started 12

Configuration Programmer 14
Configuration Designer 34
Creating a new Project 35
Save Project 36
General Configuration 37
Settings for the Tracks of BlueEdit 39
Online Help 43
Communication protocol / device families 45
Adding a communication protocol (device family) 46
Changing a communication protocol 50
Deleting a communication protocol 51
Device configuration 52
Adding devices 53
Deleting devices 57
Copying devices 58
Changing a device address 60

Appendix 61

Files and directories 62
Fault analysis 63
Settings and configurations for Remote access 65
Firewall configuration 66
DCOM Settings 67

26.11.2008 iii Version 1.2



Operating instructions BlueEdit-Config

Additional safety settings 70
Example for DCOM settings 71
Problems with Remote access 73

End User License Agreement 74
Index a

Version 1.2 iv 26.11.2008



1 Operating instructions BlueEdit-Config

Introduction

Introduction

BlueEdit-Config is used to configure the software package BlueEditOPCServer. The software package BlueEditOPCServer
is an OPC server in accordance with the OPC specification DA 3.0. This manual only describes the configuration of the
BlueEditOPCServer software package and not the OPC specification.

To ensure trouble-free operation of BlueEditOPCServer - especially in remote environments -, it might be necessary to
change the DCOM settings of the PC accordingly. For example: how the settings are changed for a PC with Windows XP
(Service Pack 2), is briefly described in DCOM settings (2 see page 67).

Should the functionality of BlueEditOPCServer ever become inadequate, additional OPC servers with extended possibilities
will be available shortly.

Supplied by MSIndustrie software GmbH. As soon as available, corresponding information will be provided under

http://www.msindustrie.de
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Installation

Installation

The program is installed together with the BlueEditOPCServer package. As the program is not protected by a serial number,
it can be copied onto several PCs if required. Although the program itself does not require a serial number, it is activated by
means of the program BlueEdit-Config. Activation of both programs is done via the menu item 'Help' in the sub-menu
‘Licensing'.

Program activation (@ see page 9)

Normally, the program comes on a CD, but it can also be downloaded via the Internet. If the software has been downloaded,
everything is packed into the 'Setup.exe' file. On the CD, the program consists of several files, whereby 'Setup.exe' must be
started manually. The 'Setup.exe' program can be found in the folder BlueEditOPCServer-Setup\English (for the English
version of the software) or BlueEditOPCServer-Setup\German (for the German version of the software). As soon as
'Setup.exe' has been started automatically or manually, several initializations are carried out first. To begin with, several files
are temporarily copied to the PC, which will be removed at the end of the installation. When initialization has been
completed, the following display appears on the screen:

ol

Welcome to the BlueEdit Setup Wizard

The inztaller will guide you through the steps required to install BlueEdit on your computer.

WARMING: This computer program is pratected by copyright law and international treaties.
Unautharized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law.

Cancel < Back
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i

License Agreement

PMA

Pleaze take a moment to read the license agreement now. |f you accept the terms below, click "
Agree', then "Mest", Othenwise click "'Cancel™.

End User License Agreement ﬂ
Frociuct: BlueEdit

EMD-USER LICEMSE AGREEMENT for software from PMA Prozel- und Maschinen-

A utomation GmbH.

IMPORTANT — READ CAREFULLY: This End-User License Agreement ("ELILA") is & legal
agreement hetvween you (either an individual or & single legal entity) and PMA Prozel3- und
hiazchinen-aAutomation GmbH (hereinafter called P&, the manufacturer of this software
product (hereinafter called SOFTYWARE). _I

-

& | Do Mot Agres | Agree

Canicel < Back | Tlewt > I

The End User License Agreement (EULA) shown here should be read carefully. A copy of the License Agreement is also
included in the Appendix of this operating manual (page 49). After reading and accepting the License Agreement, click the
‘Continue’ button to call the next display.

{i& BlueEdit _ =) x|

Customer Information

PMA

Enter your name and company or organization in the box below. The installer will use this infarmation
far subsequent installations.

MName:
IKIaus Midller

DOrganization:
IMSIndustrie Software GmbH

Cancel | < Back

Enter the user name (Name and Company) and the 16-digit serial number in this template. If no serial number is available,
and the BlueEditOPCServer is only intended to be used as a demo version, 0000000000000000 (16 zeros) can be entered
as serial number.

When all the valid entries have been made and the 'Continue' button has been clicked, the installation path can be
determined:

26.11.2008 3 Version 1.2
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{5

Select Installation Folder

PMA

The installer will install ElueE dit to the following folder.

Ta install in this folder, click "Mext". Toinstall to a different folder, enter it below or click "Browse'.

Folder:

H:%ProgrammeiyPha ToolshE lusE dit Browse. .. |
Dizk Cost... |

Inztall BlueE dit for yourself, or for anyone who uses this computer:

* Everyone
 Just me

Canicel | < Back

1.1 Installation

Naturally, if you do not want to use the default path, you can define a different path by clicking the 'Change' button. Click the

‘Continue’ button to proceed to the next display:

=

Confirm Installation

The inztaller iz ready to install BlueEdit on your computer.

Click "Mext" to start the installation.

Cancel | < Back

The software is now ready to be installed. The display shows a summary of all the important installation information. Should
you want to make a change, simply click the 'Back' button. After clicking the '‘Complete' button, all the temporary files are

removed, which completes the installation.

Version 1.2 4
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System requirements

System requirements

The software runs under Windows 2000 and XP. As it has not been tested under Windows NT, 95, 98, and ME, MSIndustrie
software GmbH provides no support for these operating systems. Apart from the correct operating system, it is also
important that .NET Framework (Version 1.1 upwards) has been installed. Apart from the above, at least the following
hardware platform is recommended:

« PC (Pentium IV >= 2 GHz)

e >=1024 Mbyte RAM

e >= 40 Ghyte hard disk

e CD or DVD drive

e Optionally a CD or DVD burner for data backup

* VGA card and monitor (resolution 1024 x 768 pixels and 256 colours or better)

« Serial interface(s) (if RS 232, then also a converter to RS 422)

» Profibus card(s) if Profibus devices are to be connected

« Ethernet port
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Supported devices and protocols

Supported devices and protocols

BlueEdit-Config supports the software configuration for the following equipment groups and types:

1. Controllers and indicators from PMA GmbH, Kassel (ISO 1745 protocol)
Controllers: KS 92, KS 94, KS 98, KS 98-1

2. Devices with ModBus RTU interface

BluePort controllers from PMA GmbH Kassel
(e.g. KS 90-1 programmer)
3. Devices with ModBus On TCP/IP interface

KS 108 easy

Version 1.2 6 26.11.2008
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General operating instructions

General operating instructions

When working with the configuration program, the following hints should be observed, as they simplify program use. Usually,
the program displays several windows.

The program has a menu bar for calling the most important functions. Below the menu bar there is a toolbar. If the mouse
pointer is positioned over one of the toolbar icons, a short tool text is displayed, which describes the icon's function. Clicking
the left mouse key executes the function.

Below the toolbar is the program display that is divided into several sections. Every section has a title bar describing the
relevant function. Wherever necessary, every section has an own context menu that is displayed as a popup when the right
mouse key is clicked in the relevant section.

For this, position the mouse pointer in the corresponding window and click the right mouse key. As the configuration program
does not save the changes automatically, this should be done manually after a few changes have been made. This enables
possible errors to be detected and corrected at an early stage.

In general, the program can be operated via the toolbar icons. However, some functions are only available in a context
menu. Context menus are called by positioning the mouse pointer in a table, line of a table, or on a graphical element, and
clicking the right mouse key.

Configuration Designer toolbar

With a new (empty) Project, the Configuration Designer displays the following toolbar:

Demm DB 2 =L |o

When an existing Project is called, the toolbar might have the following appearance:

DsEm BBX %L |0

The individual icons have the following functions:

O Starts a new Project.

& Opens an existing Project

Deletes an existing Project

[ Saves all changes made in a Project

Copies the selected device or the selected communication protocol (incl. all associated devices) into the internal clipboard.
& Inserts the device(s) from the clipboard into the configuration.

X Deletes the selected device or the selected communication protocol (incl. all associated devices) from the configuration.
L= calls the configuration of the graphic display for the analog outputs.
k= calls the configuration of the graphic display for the digital outputs.

» Hides/displays the toolbox icon.

26.11.2008 7 Version 1.2
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@ Display of product information.
Toolbar with inactive Configuration Designer

If the Configuration Designer is not active, only the following icons are displayed:

B | o
The left-hand icon has the following function:

Calls the Configuration Designer.

Version 1.2 8 26.11.2008
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Software license

Licensing

The BlueEdit-Config program itself does not need to be licensed or activated. However, to obtain the full functionality of
BlueEdit, you need a license number. This number can be entered either in BlueEdit or in BlueEdit-Config. Proceed as
follows to enter the license number:

1. Select 'License info' in the menu item 'Help'.

2. The following dialog box appears in which you can enter the license number (assuming that no license number has yet
been entered):

is now being licenced for You. 0K,

x|
Flease enter Your licence number. -
Canecel |

Licence number:

Choosing "Demo’’, only a limited Diemo
functionality iz available. =
You can change the licence
number at any time under "Help 4
Licence".

3. After entering a valid license number, the following window appears. The entered license humber is shown in the white
field.

Licensing - Info |

P —

Licence number:
Product code: 032 : BlueEdit
Serial humber: a0am 4|
Licence type: Licenced version

=

Expiry date: LChange...

Cancel

26.11.2008 9 Version 1.2
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Demo version

Demo version

Instead of a valid license number, the software can be used as a demo version. However, the demo version is not able to
communicate with the devices in BlueEdit.

License number with limited validity period

License numbers are also available for BlueEdit, which are only valid for a period of max. 3 months. These license numbers
permit BlueEdit to communicate with real devices.

Version 1.2 10 26.11.2008
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Configuration

Configuration

The following Chapters describe the configuration procedure in detail. Although certain parts have already been mentioned
above under 'Getting started’, some of them will be repeated here.

It is possible to configure either the currently active Project, which is named in the status bar (bottom line of BlueEdit-Config),
a new Project or an existing Project.

A new Project can be created by clicking the icon 00 in the program's toolbar, which opens the following template for new
Projects:

Create new project x|

Froject name I

Authar

|DAMSIOPCS erverPia]

Base directony

Data directory IDATA

ok Cancel

4

Communication protocols and devices can now be added to the Project.

If an existing Project - but not the currently active one - is to be configured, click the icon & in the program's toolbar, which
opens the following template for all available Projects:

=

R 204T est ;I
wyzT est

BOEH

Eizenmannz

MSI0PCServerT est

Profibuz

#3456

2uiop

OPCinterophB

OPCinterop

CTT

DokuT est h

0] 8 Abbrechen

4

Select the required Project and click the OK button. The Project can now be configured. If the Project already contains a
configuration, it will be displayed graphically in the Designer or as a table in the Explorer. The existing configuration can be
changed and expanded by means of additional communication protocols and devices.
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3.1 Getting started

Getting started
Before you can start generating recipes with BlueEdit, several basic settings must be made.

« Opening the BlueEdit Configurator. You can find the configuration program via the Windows 'Start' button under
<Start><Programs><PMATools><BlueEdit><BlueEdit-Config>. When the program is started the first time, the following
dialog appears:

o x|

[} Mo project configuration file isn't available! Confirm YES, if wou want ko create a new one, With MO the project STANDARD will be created, CANCEL will
e Yy cancel

Iein | Abbrechen I

» After confirmation with 'Yes', you can enter a Project name. Also enter an author and a basic directory.

Note:

Adding further Projects or opening existing Projects is done via <File><New Project> or <File><Open Project>

Calling Help via the menu

Should you require online help, simply click on 'Help' >"Contents"...

x|
Praoject narie I
Author
Baze directary |C:\PMA Toolz\BlueE dit |
[ ata directony IDATA
aK. Cancel
Y

Use the above template to enter the required Project name, the Author (compiler), and the basic directory.

The default setting for the basic directory is the same directory in which BlueEdit-Config has been installed. If you wish that
BlueEdit will also be able to read the data from other directories at a later time, a corresponding basic directory can be
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specified whenever required.
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Configuration Programmer

Configuring a Project

First, you must create a Project. Of course, you can also use the Project that was created when the Configurator was
started. Normally, this is the Project named 'Standard’, which must always be created, as it contains several standard
settings after the initial installation. In particular, this involves the settings for the analog and digital outputs for BlueEdit.

However, if you wish to create a different Project, either click on the icon [0 or select the menu item <File> <New Project>.
This opens a template in which the corresponding entries must be made.

x|
Froject name I
Authar
Baze directary |E:\F'MA ToolghB lueE dit _l
Diata directarny IDATA

ak Cancel |

Fig.: Creating a Project

After clicking 'OK', an empty configuration window (full-screen) is opened. The name of the active Project is shown in the
status line at the bottom of the screen.
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TE]BIueEdit-l:onfig - [Configuration designer]
File Wiew Edit Help

e DEE| % (k. |0

|Active praject:BlusEdit10

Fig.: Empty configuration window

This configuration window is used to enter the required recipe structures. The next screenshot gives an example.
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Configuration Programmer

TE]BIueEdit-l:onfig - [Configuration designer]
File Wiew Edit Help

N DEE|?| kL. |0

—

g |

E = &

=1

* P
o=y
KS108

Owvenl

192.168.129.1

Pragrarimer
Ma.: 2

i

k5108
Ovwend

192168.129.2

Frogramnner
Mol

|Active praject:BlusEdit10
Fig.: Comprehensive configuration - several KS 108easy controllers with partially different programmers

Now you can call the 'Configuration toolbox' (with a mouse click on the icon 2 or via the menu bar <View><Toolbox>).
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TE]BIueEdit-l:onfig - [Configuration designer]

FE Fle wiew Edt Help

N DEE|?| kL. |0

X00|00 ]

|Active praject:BlusEdit10

Fig.: 'Toolbox' icon displayed

Position the mouse pointer on the 'Toolbox' button. This opens a list of available communication protocols.

26.11.2008 17 Version 1.2



Configuration Programmer Operating instructions BlueEdit-Config 3.1 Getting started

TE]BIueEdit-l:onfig - [Configuration designer]
File Wiew Edit Help

ML IR @

Toolbox
% 02 Communication protocols | -
—
o
=
=
3 1501745

1501745 [Profibus]

Z3 Madbus RTU

i= Modbus On TCR/R Gateway
[3= Modbus On TCPIP

[

|Active praject:BlusEdit10

Fig.: List of available communication protocols

Now select the protocol needed to communicate with the target device (e.g. KS 108easy). 'Modbus on TCP/IP' has been
selected in the example.

Keep the left mouse key pressed and drag the selected protocol to the right into the workspace. The necessary interface will
be implemented and is shown graphically.

Use the same procedure to select/implement additional interfaces (e.g. ISO 1745, etc.).
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3.1 Getting started

TE]BIueEdit-l:onfig - [Configuration designer]
File Wiew Edit Help

DeDd AEN|Z| XL I,

X00|00 ]

|Active praject:BlusEdit10

Fig.: Implementing an interface

Select the target device: When the communication method has been determined, the target device in which the programmer
is running must be added (e.g. KS 108easy, KS 98 family, KS 90-1).

Mark the interface with the left mouse key (icon color changes to black).

If you move the mouse pointer over the "Toolbox' button, a list with all available target devices is displayed.
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Configuration Programmer

TE]BIueEdit-l:onfig - [Configuration designer]

FE Fle wiew Edt Help

ML IR @

X00|00 ]

Modbus on TCP/AP

Ethernet

|Active praject:BlusEdit10

Fig.: Selected interface
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2 || BlueEdit-Config - [Configuration designer]

NEEd|@EN ; 2
2 Mogbus DN TCPAP device | =

—1 K5108

-

Fig.: Available target devices

Mark and drag one of the listed devices (KS 108) into the workspace with the left mouse key. A template for the device
settings (device description, etc.) is opened.
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B Add new device

Fig.: Name for target device

After clicking the 'Execute’ button, the selected device appears in the Configurator.
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TE]BIueEdit-l:onfig - [Configuration designer]
File Wiew Edit Help

N DEE|?| kL. |0

—
g |
E = &
=1
* P
o=y
KS108
Owvenl
000.000.000.000

|Active praject:BlusEdit10

Fig.: Interface and (target) device KS 108easy

Setting up the (target) device
1. Mark the device with the left mouse key (icon color changes to black).
- The interface settings (e.g. IP address) are displayed at the right.

- The associated hierarchy (Modbus; Explorer view) is displayed below.
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TE]BIueEdit-l:onfig - [Configuration designer]
File Wiew Edit Help

FEECIE IR

X00|00 ]

Address | Interface number | Device family | Device | Description | Spmbaol-file

Pratoce
Interfac
Retries

Timeou
IP-addr

Bt

Help inf

|Active praject:BlusEdit10

Fig.: Screenshot of the Configurator

2. Setting up the interface for the target device

Version 1.2
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TE]BIueEdit-l:onfig - [Configuration designer]
File Wiew Edit Help

FEECIE IR

Text
Interfac

Pratoce
Interfac

Retries

X00|00 ]

Timeou
|P-addr
Part

Help inf
I - addr

Address | Interface number | Device family | Device | Description | Spmbaol-file

|Active praject:BlusEdit10

Fig.: Setting up the interface for the KS 108easy

Adding a programmer

Mark a device, and position the mouse pointer on the 'Toolbox' button. This opens a list of available applications
(programmers).

Mark and drag the required application into the workspace with the left mouse key. A template for additional settings is
opened.
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TE]BIueEdit-l:onfig - [Configuration designer]
File Wiew Edit Help

MEECIELEIEET L
Toolbox
%E’ Programmer |A

|i Programmer

X00|00 ]

[

Address | Interface number | Device family | Device | Description | Spmbaol-file

Text
Interfac
Pratoce
Interfac
Retries
Timeou
IP-addr

Bt

Help inf
I - addr

|Active praject:BlusEdit10

Fig.: Adding a programmer

Recommendations:

Set 'Options' to "Import programmer from Engineering symbol file" (see screenshot on next page). Then select the
corresponding symbol file.

Precondition: A symbol file (XML file) must have been created previously from the Engineering of the target device (KS
108easy).

Notes:

E.g., for an Engineering of the KS 108easy, the symbol file (XML) is created with BlueDesign in the commissioning mode
under <Extras><Symbol file>, and saved in the PC.
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Selection of a programmer is done by double-clicking on the required programmer function block in the displayed
Engineering hierarchy (available programmers).

Existing programmers can be deleted in the right-hand window (selected programmers) by double-clicking on the
corresponding entry.

Confirm the settings by clicking the 'Execute' button.

5 Add new programmer

Fig.: Dialog window with settings
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Add new programmer

Mew device k5108

Optionz

€1 Add programmen mariual

' |mport programmer from XML - symbal file

D:4isual Studio 2005

Symbolfle K EWSI-NE TAOPCABlueE dit bintdebugh DATABLUEED

Execute | Cancel |

N

Available programmer Selected programmer

= F'_rogrammet
=8 EMAIN

=8 $PROGOT
- PROGRAMMERT
- PROGRAMMER

3.1 Getting started

=]

Programmer/&MAIN/APROGOT /PROGRAMMER
Pragrammer/&MAIN/SPROGOT /PROGRAMMER

Setting up a programmer

When the symbol file has been entered, another window is opened with additional settings for the programmer:

Here, you must make the following entries:

The programmer name in the Editor (Recommendation: Enter the programmer name from the KS 108 Engineering).

The PC directory for saving recipes, settings, etc.

The file name in the PC (Recommendation: Should coincide with the recipe file in the KS 108).

Recipes are saved in a database in the PC under the entered file name. Every recipe in such a database is given a unique
number between 1 and 999, which can be specified in the KS 108 Engineering for recipe selection.

Automatic presets from the Engineering symbol file.

Number of analog and digital outputs (must coincide with the KS 108 Engineering).

Names of the outputs.

The engineering unit with analog outputs.

Recipe directory for saving in the KS 108 (must coincide with the KS 108 Engineering).

Confirm the settings with 'Execute’. An application (programmer) is marked 'green' in the device symbol.

Version 1.2
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S KS108 Programmer
PROGRAMMER1
MPROGRAMS
BlusE dit=

- B

Analog track 1 i Contral output 1
Analog track 2 i Control output 2
Control output 3

ElusE dit=

N

Fig.: Programmer settings
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TE]BIueEdit-l:onfig - [Configuration designer]
File Wiew Edit Help

Neon AR R &= |0

—
o
=]
=
=1
X
KS108
Ovwenl
000.000.000.000
Pragrarimer
Ma.: 2

|Active praject:BlusEdit10

Fig.: KS 108 with programmer (green)

Checking/changing the entries

Clicking the left mouse key in the green area (programmer) displays a line in the lower part of the screen, which contains all
the entries. Changes can be made either directly in the line or in the dialog window at the right of the screen, which is

opened by clicking on a programmer in the column 'ProgID' in the line at the bottom.
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2 || BlueEdit-Config - [Configuration designer]
File View Edit Help

Neon AR R &= |0

|Text

Program
Interfacs

Director

X00|00 ]

Filerams

i Analogt
k5108 Digital tr
Owvenl k51081

000.000.000.000 Analog |

Ainalog t

Analog |

Analog t

Time fro

Analogt

Analog b

Time fro

Ainalog t

Analogt

Tirne fro

Digital tr

Digital tr

Diigital tr

Digital tr

Diigital tr

Diigital tr

Diigital tr

Pragrarimer
Mo.: 2

Help infc

FProgID | Programmer name | Interface number | Directory Group | Filename Analog tracks | Digital tracks | KS108 Directory | Analog track Title | Analog track] Unit | ATrack1Min | ATrac
[PROGRAMMERT hd hd
4 PROGRAMMER 1 .\PHDGHAMI:‘ PROGRAMMER 1 E 1 E PROGRAMMER  Analog track 1 °C 1] 1]

4

|Active praject:BlusEdit10

Fig.: Checking/changing the entries

The text lines in the dialog window for the basic programmer settings have the following meaning (only the important items
are explained below):

ProgID

Sequential number(s) of the individual programmer(s). They are assigned automatically by the Configurator and cannot be
changed.

Interface number
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Every time that an interface module is installed (e.g. Modbus with the first device), and for every additional device, a
sequential number is assigned automatically.

Directory

The directory in the PC, in which the database with the generated recipes is stored.

File name

Name of the recipe database

KS 108 directory

Name of the KS 108 recipe directory, which is also entered in the Engineering.

Time of Output 1

If the associated checkbox is activated, the segment times of the Master output (Output 1) will be automatically copied to the
segment times of the corresponding Slave output. In this case, the column 'Time' for this Slave output will not be displayed in
the Program Editor of BlueEdit.

Deleting and copying

Clicking the right mouse key into a programmer line at the bottom of the screen opens a context menu for deleting/copying a
programmer. If the programmer is copied, all its settings are also copied. Alternatively, you can right-click on the device itself
(upper grey part of the device symbol) to delete/copy the device.
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DeEn REN|2| XL IC

|Text

Program
Interfacs

Directar

X000

Filerars

=) Analogt
k5108 Digital tr
Ovenl k5108
000.000.000.000 Analog |
Analog t
F'n:ngran_'l:'ner Analog |
Mo 2 Analog !
Tinne fro
Analog b
Ainalog t
Time fro
Analog b
Analogt

Help infc

Prag D | Programmer name | Interface number | Directary Filename Analog tracks

Add Programmer

PROGRAMMER .\PHDGHAMB P
opy Programmer

Delete Programmer

|&ctive project:BlueE dit10

Fig.: Deleting or copying

Saving the configuration

Changes are not saved automatically. They must be saved manually, either via the menu item (<File><Save Project>) or by
clicking on the icon .
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Configuration Designer

Configuration Designer

The simplest way of configuring the software is to use the Designer, which represents the configuration as a simple graphic
display. The Designer has a toolbox, with which the possible communication protocols and devices can be selected. These
are simply positioned in the workspace by means of drag & drop.

In the following, a detailed description is given how to add or modify communication protocols, device, and Items.
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3.2.1 Creating a new Project

Creating a new Project

If a new Project is to be created, and the necessary function is active, a corresponding icon is visible in the program's
toolbar. Clicking on the icon opens the template shown below (it is same template as described in the previous chapter).

Create new project

Project name

Authar

Baze directary

Data directany

|E:\PMA Tools'Bluek dit

JDaTA

oK

Cancel

Here you must enter the required Project name, the Author (compiler), and the basic directory.

The default location of the basic basic directory is the same directory in which BlueEdit-Config has been installed. If you wish
that BlueEdit will also be able to read the data from other directories at a later time, a corresponding basic directory can be
specified whenever required.
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Save Project

Saving the Project

Changes are not saved automatically. They must be saved manually, either via the menu item (<File><Save Project>) or by
clicking on the icon .
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3.2.2 General Configuration

General configuration

Clicking the menu item <Edit/General configuration> opens the following window:

=1olx|
File

i
Server type BLUEEDIT
D efault locale eh E
Locale 2 en E
Locale 3 E
Locale 4 E
Separator ! E
Optimation Modbus |
Errar output
Debug output (|
Output information
Output of warnings
Filename BLUEEDIT.log

Append to file |

Here, you can select the user language for the software. At present, you have the choice between English (en) and German
(de). In order to work with English dialogs and menus, you must set 'Default Local' to 'en'. In this case, 'Local 2' should be
set to 'de'. If the dialogs and menus are to appear in German, 'Default Local' must be 'de’, and 'Local 2' must be 'en'.

Language switchover will only be effective after closing/opening the Configurator.

For the other parameter settings, also see Fault analysis (@ see page 63).

Clicking on <File> enables you to make additional settings to Project and Client data.

Project data are selected by clicking on <File/Project data>, which displays the following information:

-loix]

File

" |

Praject name BlueEdit10
Authar k.t
Baze directory | C:A\PMA Tools\BlueE dif

Data directary | DATA

4 3

Here, you can change the parameters of the active Project.
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Client data are selected by clicking on <File/Client data>, which displays the following information:

-loix

File

" |

Start application
E dit menu visible
Server ProglD/URL | MS 1. MSI0PCS erverBlueE dit/{d743cc2f-4012-4 7 7-ab18-205:

Computer name localhost

4 3

Changes to Client data are only necessary, if communication with the equipment is to be done via a different OPC server
supplied by ProzeR3- und Maschinen-Automation GmbH, or if the OPC server associated with BlueEdit is not to be run on the
local PC, but is located on a remote PC instead. If BlueEditOPCServer is run on a remote PC, please also read the notes
under Settings and configurations for remote access (& see page 65).
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3.2.3 Settings for the Tracks of BlueEdit

Adjustment of the BlueEdit outputs

It is possible to configure the graphical display for the analog and digital outputs of BlueEdit. These adjustments can be
individual per Project. For the 'Standard' Project, various default settings have already been made.

Lines for analog outputs

Clicking on <Edit/Analog output lines> or on the icon 2N opens the configuration template for the analog outputs (see below).

—ioix]
B
Froperties for:
& General e Track] e Track? = Track3 ¥ Trackd == Track5 ® Trackb A Track? ¢ Trackd
 Lines Trackd Track10 Track11 Track12 Track13 Track14 Track15 Track16
17 9
16
Erl= 5]
E Diagram-FProperties 14
BackColor 1 Transparent 13
Border Hone ]
Fort Arial; 9.75pt 12+
Footer False 1 ]
Foater position  South
Header Falze 10—
Header positior Morth 5]
Legend True i - . " :
Legend positior Morth e
Color Flotarea [ White . b + - - +
- - - - -
-
5=
aF v v L3 v
44
2] $
& & & &
7 -
1] = & & &
a0 T T T T T T T 1
1 2 3 4 5
L )
BackColor
Background color of the diagram

Fig.: Configuration template for analog outputs (‘General' properties)

'General' properties
If the 'General' properties have been selected at top left in the template, the following general parameters can be adjusted:

Caution: These parameters are shared by analog and digital outputs.
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For example, a background colour is selectable, and the header/footer as well as the legend can be activated. In addition,
the position of header/footer and legend can be defined. If a parameter can only be adjusted with certain values, a
corresponding selection list is always presented.

Header and footer should be set to false in the moment because these parameters are only for future use.

'Lines' properties

If the 'Lines' properties have been selected at top left in the template, the following parameters can be adjusted:

=1l |
|
— Eigenschaften fiir
" Aligemein —— Spur] = Spur? == Spurd W Spurd  ——Spurs  # Spus A Spu? ¢ Spurd
&' Linien — Spur?  —— Spurld Spurtt Spurt2 ——— Spurl3 Spurld Spurls —— Spurlb
vl
] Spur2 179
[ Spurd 16
[ Spurd i
[ Spurs 15 -
[ Spurk ﬂ b
14
134
12
= 11
E Diagramm und Linien Optionen 104
Diagrammtyp  Line
Fiillyp SolidColor e i i i i
Farbe Flsche [ Red o]
Farbe Muster [ White B % B a a
Mustertyp Horizontal 7 : i . i i
E Linien-Eigenschaften 5
Farbe B Red
Sl Solid 5
Linignstarcke 3 4 :' T - ” v
Symbofarbe [l DarkRed
Syrnbalfarm Diamond 3 -
Symbolgriafe 7 5] * . * T
Urrandung True + " + +
Kurvenstnpaszs Line 14
0 T T T T T T T 1
1 2 3 4 5
J
Farbe
Definiert die Farbe in der die Linie
gezeichnet wird.

Here, the adjustments can be made for max. 16 analog outputs (also if the programmer is configured for less outputs). For
example, line colour, type, and thickness are definable. Moreover, it is possible to define whether segment joints are to be
highlighted by means of a selectable symbol.

Lines for digital outputs

Clicking on <Edit/Digital output lines> or on the icon = opens the configuration template for the digital outputs (see below).
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-l
B
Froperties for:
@ General == Trackl =&= Track? /A Track3 ¢ Trackd =sg= Tracks G TrackB == Track? == Trackd
 Lines < Track3 o Trackl] =&= Track!l & Track!2 === Track13d % Trackld == Track!s == TracklB
17
————————————— i e e ) e e )
18
————————————— e e e e o] e e e (T e e e e ]
Bz A B 15
,;Ll |J 7 7 v v
E Diagram-FProperties 14
BackColor 1 Transparent S T ———————— e ——————— e ——————— v
Border Hone A A rs A
Font Arial; 9.75pt 12
Foater Falge T e ———————————— e —————— B o
Footer pozition  South O 'y & o
Header False 10
Header positior Morth @ e & @
3
Legend True | T e —— T i o o o o e o o o e o o i o o o o o e o o o o o o "
Legend positior Morth a
Color Platarea [ White S e ——— e e e e B e o
i o) Lo o]
[
: S o o o o
i G L &
4
Fis Fa i Fy
3
i o ] — (]
2
————————————— e e e e e e e o e e )
1
D T T T T T T T T 1
1 2 3 4 5
J
BackColor
Background color of the diagrari

Fig.: Configuration template for digital (‘General' properties)

‘General’ properties
If the 'General' properties have been selected at top left in the template, the following general parameters can be adjusted:
Caution: These parameters are shared by analog and digital outputs.

For example, a background colour is selectable, and the header/footer as well as the legend can be activated. In addition,
the position of header/footer and legend can be defined. If a parameter can only be adjusted with certain values, a
corresponding selection list is always presented.

Header and footer should be set to false in the moment because these parameters are only for future use.

‘Lines' properties

If the 'Lines' properties have been selected at top left in the template, the following parameters can be adjusted:
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Lines Digital Tracks

B
— Properties for:
 General

& Lines

Erl=

~=lalx|

E Diagram and Line options

Diagram type  Line

Filllype SolidColor
Color area B Fuchsia
Color hatch - [ ‘White
Hatchstyle Horizontal

E Line properties

Color I Fuchsia
Style Dazh

Line thickness 3

Syrbol shape  Circle
Size of symbol &

Color of the syn [l DarkSlateBlu

Outline True
FitStyle Line
Color

Defines the drawing color for the line

== Track]l =f&l= Track? S Track3 ¢ Trackd =dy= Trackh @ TrackB = &= Track? == Trackd
< Track3 o Trackl] =&= Track!l & Track!2 === Track13d % Trackld == Track!s == TracklB

17
————————————— e e e ) e 8

16
————————————— e e e e e s ] e e ]

15
7 v v v

14
————————————— e S e

13
A & & &

12
————————————— o e e e ] e e ]

11
O o @ o

10
< ¢ ¢ ¢

g
------------- i e e e e e e il e e o

a
————————————— e e e e e e e ] e e e e e (]

7
O o @ o

B
. R —————
& & < @

4
A & & &

3
e e e o e e e e e e ]

2
————————————— i e i s 4 e o

1
D T T T T T T T 1
2 3 4 5

Here, the adjustments can be made for max. 16 digital outputs (also if the programmer is configured for less outputs). For
example, line colour, type, and thickness are definable. Moreover, it is possible to define whether segment joints are to be
highlighted by means of a selectable symbol.
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3.2.4 Online Help

Online Help

The online Help can be called either via the menu item <Help/Contents>, <Help/Index> or via the 'F1' function key.
<Help/Contents> opens the following window,

E? Operating instructions BlueEdit-Config i ] [
e o o &
Augblenden  Suchen Zuriick “onwarts  Startzeite Drucken  Optionen
Inhalt I Index | §uchen| Eavoritenl ;I
@ i
@ Software license Contents | Index
Q Configuration
% Appendix
Operating instructions
BlueEdit-Config
=l

and <Help/Index> opens this window:
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E? Dperating instructions BlueEdit-Config - |I:I|l|

= = @ =h

Ausblenden  Suchen ZuTiick “orwarts Startzeite Drucken  Optionen

. [
Inhale  Index | Suchen | Favariten I
Zu suchendes Schilisselwort:
Contents | Index

I

Adding a communication protocal [ -

Adding devices —

Additional safety settings

Appendis

arithmetic:

BlueE ditOPCS erver. config.xml
Changing a communication protocol

Changing a device address opera ti I'Ig in Stru CtiOI'IS

Communication protocal / device families - -
Configuration -
Configuration Designer BI ueEd It conflg
Configuration Programmer
Copying devices
Creating a new Project
DCOM Settings
DCOM Settings
#P[5P2)
DCOMENFG
Debug
D efining itemns
Deleting a communication pratocal
Deleting devices
Dremo version
Dievice configuration
End Uszer Licenze Agreement
Errar
ELILA
Example for DCOM settings
Fault analysiz
Files and directories
Firewsall configuration
General Configuration
General operating instructions
Getting started j

T S AU U NP S I <

Anzeigen |

| /|

Together with the entire Help text as a PDF file, the Help file is installed in the 'HLP' folder of BlueEdit, from where they can
also be called directly.
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Communication protocol / device families

Communication protocol / device families

The configuration program BlueEdit-Config supports several communication protocols and device families. At present, you
can select between ISO 1745, Modbus RTU, and Modbus On TCP/IP. Different devices are assigned to each of the
protocols and device families.

As BlueEditOPCServer can communicate via several interfaces, all device families can be included (also more than one, e.g.
if some devices communicate via ISO 1745 and COM1, and others communicate via COM2, etc.).

Each configuration can consist of max. 16 communication protocols.
The next chapters describe how communication protocols can be added to the configuration, changed, and deleted.
Adding a communication protocol (device family) (&2 see page 46)

Changing a communication protocol (& see page 50)

Deleting a communication protocol (& see page 51)
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Adding a communication protocol (device family)

Adding a communication protocol (device family)

In order to add a communication protocol (or a device family) in the Configuration Designer, the toolbox must be enabled

o

first. For this, simply click on the icon in the toolbar. The "Toolbox' button is now displayed at the left of the screen.

If you move the mouse pointer over the 'Toolbox' button, a list with all available communication protocols is displayed. The
list is closed as soon as the mouse moves outside the list.

Proceed as follows to select a communication protocol:
1. Position the mouse over the 'Toolbox' button.
2. Select the required protocol from the list with the mouse (click the left mouse key).

3. Hold the mouse key pressed, and move the mouse outside the toolbox list. Hereby, the mouse pointer changes to show
that the 'drag & drop' function is being used.

4. You can release the mouse anywhere within the workspace. This automatically positions the graphic icon for the
communication protocol in the workspace.

Now you can call the 'Configuration toolbox' (with a mouse click on the icon 2 or via the menu bar <View><Toolbox>).
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TE]BIueEdit-l:onfig - [Configuration designer]

FE Fle wiew Edt Help

N DEE|?| kL. |0

X00|00 ]

|Active praject:BlusEdit10

Fig.: 'Toolbox' button visible

Position the mouse pointer on the 'Toolbox' button. This opens a list with all the available communication protocols.
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TE]BIueEdit-l:onfig - [Configuration designer]
File Wiew Edit Help

ML IR @

Toolbox
% 02 Communication protocols | -
—
o
=
=
3 1501745

1501745 [Profibus]

Z3 Madbus RTU

i= Modbus On TCR/R Gateway
[3= Modbus On TCPIP

[

|Active praject:BlusEdit10
Fig.: List of available communication protocols

Now select the protocol needed to communicate with the target device (e.g. KS 108easy). 'Modbus on TCP/IP' has been
selected in the example.

Keep the left mouse key pressed and drag the selected protocol to the right into the workspace. The necessary interface will
be implemented and is shown graphically.

Use the same procedure to select/implement additional interfaces (e.g. ISO 1745, etc.).
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2 || BlueEdit-Config - [Configuration designer]

FB = view Edt Help

DeDd AEN|Z| XL I,

X00|00 ]

|Active praject:BlusEdit10

Fig.: Implementing a new interface
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Changing a communication protocol

Changing a communication protocol

If the protocol parameters are to be changed, the corresponding icon of the communication protocol in the workspace must
be selected by clicking the left mouse key on the icon. The icon's colour changes to black, and a list with the possible
parameters is displayed at the left. Which parameters are displayed and can be changed depends on the selected
communication protocol. Possibly, certain parameters are only displayed but cannot be changed. Other parameters might
provide a selection option. Mostly, these parameters have a different colour, and as soon as you click the mouse into the
entry field, the selection becomes visible.

Caution: With 'Modbus On TCP/IP', the parameters are changed by clicking on the corresponding device, because every
device has its own IP address.
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Deleting a communication protocol

Deleting a communication protocol

In order to delete a communication protocol and all associated devices from the configuration, the protocol must be selected
by clicking the left mouse key on the corresponding icon in the workspace. The icon's colour changes to black, and two
options for deleting are displayed. You can either use the icon ¥ in the toolbar, or the context menu. The context menu is
opened by clicking the right mouse key on the selected communication protocol. One of the items in the context menu is
'Delete'. If the 'Delete’ option is selected, a safety prompt is displayed. If deletion is confirmed, the communication protocol
and all associated devices will be deleted from the configuration.

However, this deletion is only temporary. Final deletion is carried out by clicking on the icon [d in the toolbar to confirm and
save the changes.

Itis also possible to delete several protocols, and to confirm/save their deletion together at the end.

Caution: With 'Modbus On TCP/IP' it is not possible to delete the communication protocol; the individual devices must be
deleted. This is done as described above by marking the corresponding device and either clicking on the icon ¥ or using the
context menu.
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Device configuration

Device configuration
This Chapter describes how to add or delete communication protocol devices.

The number of devices that can be added depends on the number of possible addresses for a particular device family.
Moreover, not too many devices should be assigned to a communication protocol, as too much time might be required to
read the data. Therefore, if many devices are involved, we recommend installing the same communication protocol several
times, but using different interfaces.
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3.2.6.1 Adding devices

Adding a device

Select the target device: When the communication method has been determined, the target device in which the programmer
is running must be added (e.g. KS 108easy, KS 98 family, KS 90-1).

Mark the interface with the left mouse key (icon color changes to black).

If you move the mouse pointer over the "Toolbox' button, a list with all available target devices is displayed.

rE]BlueEdit—l:onfig - [Configuration designer]

& Fle view Edit Help

WAL TG I

X00q|00 |

Modbus on TCP/AIP

Ethernet

|&ctive project:BlueE dit10

Fig.: Selected interface
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= || BlueEdit-Config - [Configuration designer]

G LLIEETEE

(2 Modbus On TCPAP device | 4 |

1 K502

-

L
Fig.: Available target devices

Mark and drag one of the listed devices (KS 108) into the workspace with the left mouse key. A template for the device
settings (device description, etc.) is opened.
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B Add new device

Fig.: Name for target device

After clicking the 'Execute’ button, the selected device appears in the Configurator.
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Device configuration

2 || BlueEdit-Config - [Configuration designer]
File View Edit Help

N DEE|?| kL. |0

X00|00 ]

KS108
Owvenl
000.000.000.000

|Active praject:BlusEdit10

Fig.: Interface and (target) device KS 108easy
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Deleting devices

devices

Proceed as follows to delete individual devices from the Project:

1. Mark the corresponding device in the workspace with the left mouse key (icon color changes to black).

2. Now click the right mouse key while the
DeEm EXZ2H |o

1501745

Ethernet

Delete device
Copy device
Change device address

Adr: B

3. Select 'Delete device' in the context menu.

pointer

is

still

on

the

Device configuration

marked  device.

4. A safety prompt is displayed. If deletion is confirmed, the device will be temporarily deleted from the configuration.

Alternatively, you can use the icon ¥ in the toolbar to delete the device.

26.11.2008

57

Version 1.2



Device configuration Operating instructions BlueEdit-Config 3.2 Configuration Designer

Copying devices

Copying devices
Proceed as follows to copy a device:

1. The device to be copied must be marked in the workspace. This is done by selecting the device with the mouse pointer
and clicking the left mouse key. A table with all the ltems of the device is displayed in the lower part of the workspace.

De@m 2BEX 2 H |0

Delete device

1501745

Copy device

Ethernet Change device address

2. Moreover, a special icon is available in the toolbar for copying the device into the clipboard. Click the & icon.

3. The communication protocol (device family) that is to be assigned to the device must be marked in the workspace. It can
be the same protocol that belongs to the device to be copied, or it can be another protocol of the same device family.

4. Next, click on the icon & in the toolbar. However, before the copy of the device is inserted, an entry window with
parameters appears after a short delay. The entry window can have the following appearance:

x
Mew device k593

Device address: IE - I

Device description I

Item prefix

% putomatic
0 Input
" Use from the item

 MNone

Execute | Cancel |
Y

The parameters in the entry window have the following meanings:

« Device address: Here you must select the device address. Depending on the device family, different address ranges are
available (e.g. the addresses in ISO 1745 are 0 to 99). The list only shows the addresses that are still available.

« Device description: This is an optional parameter that provides additional information on the device. An OPC Client
cannot read this information.

» Item hierarchy: A hierarchy can be used to enable an OPC Client to browse for Items in a structured manner. When
adding a new device or an individual Iltem, 4 possibilities are available:

Version 1.2 58 26.11.2008



3.2 Configuration Designer

Operating instructions BlueEdit-Config

Device configuration

e 1. Automatic: A hierarchy is created that consists of communication protocol (e.g. ISO 1745), internal interface number
(e.g. IFC1) and device address (e.g. ADRO1). For example, ISO 1745/IFC1/ADRO01 is entered as hierarchy. The item
name will then be prefixed automatically with ./ (dot slash).

» 2. Entry: An own hierarchy can be defined (e.g. Floorl/Rooml/Temperatures). The individual levels must be separated

with a slash '/'. The item name will then be prefixed automatically with / (slash).

« 3. Take over from Item: The hierarchy of the Item to be copied is used. As this can result in multiple use of Iltem

identifiers (hierarchy and Item name), the Item name must be changed before saving.

« 4. None: No hierarchy is used, and a / (slash) is entered automatically as hierarchy. The Item name is not prefixed.

So far, the copied device and all added Items have only been inserted temporarily. They are inserted and saved permanently
by clicking the icon [@ in the toolbar. Consequently, it is possible to copy any number of Iltems from any number of devices
without having to save them individually.

Alternatively to the above procedure, copying is also possible via the context menu. The context menu is opened by clicking
the right mouse key on the selected device (see below).

O@m ®@EX 2 N

1501745

Ethernet

K598

k Delete device

Copy device
Change device address

K593

Adr: B

Adr: B

In the context menu you then select 'Copy device'. Subsequently, the window for entering the parameters is opened. For

details, see previous page.

26.11.2008

59

Version 1.2



Device configuration Operating instructions BlueEdit-Config 3.2 Configuration Designer

Changing a device address

Changing a device address

It is also possible to change the addresses of a device and the associated Items at a later time. Proceed as follows to
change the address:

1. Mark the corresponding device in the workspace by placing the mouse pointer over the device symbol and clicking the left
mouse key. The selected symbol turns black.

2. Keep the mouse pointer on the symbol and click the right mouse key to open a context menu.

Os@me2EX % H |eo

k Delete device Adr: &
Copy device

1501745
Ethernet

Change device address

3. Click on 'Change device address' in the context menu. This opens a template in which the new address can be selected.
]

Mew Address IE - l

Execute Cancel

4

4. When the address has been selected, click on 'Execute’. The device address will now be changed, together with the
hierarchy of the associated Items, if necessary.

Caution: This is not possible with 'Modbus On TCP/IP', because every device has its own IP address instead of a device
address.
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Appendix

Appendix

The Appendix contains several useful tips and hints on the following topics:

. Files and directories

. Fault analysis

. Settings and configurations for Remote access
. Firewall settings

. DCOM settings

. Additional safety settings

~N o o b~ WN R

. End user license agreement (EULA)
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Files and directories

Files and directories

All necessary files for the BlueEditOPCServer, the associated configuration program, etc. are placed in the correct
directories during installation. Of course, you cannot simply delete these files and directories - they must be removed by
uninstalling the software package.

Additional files are generated during configuration of the BlueEditOPCServer with the program MSI OPCServerW-Config.
One of the important ones is the file

BlueEditOPCServer.config.xml

which is generated in the directories of the server and the configuration program. This file contains all the general data
regarding all the configured Projects. Furthermore, a file named Project name.cdb (e.g. Standard.cdb) is generated for
every Project. Per default, this file is located in the program's sub-directory 'Data’. However, a different path can be assigned
when creating the Project.

Consequently, should a configuration be generated on a different computer than your standard working PC, the file
BlueEditOPCServer.config.xml and the associated Project file (e.g. Standard.cdb) must be copied from the configuration PC
to the working PC. It is also possible to copy only the Project file (e.g. Standard.cdb) into the data directory of the working
PC. In this case, a Project with the same name must be created there by means of MSI OPCServerW-Config.
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Fault analysis

Fault analysis

For fault analysis, BlueEditOPCServer provides the possibility of generating supplementary outputs. These outputs can be
activated/deactivated by means of the Explorer during configuration. The following supplementary outputs are possible:

1. Faults

2. Debug
3. Info

4. Warnings

Combinations of the individual outputs are possible. If all the options are activated, it is possible that a very large amount of
data will be generated.

If these outputs are written into a file (can be configured), a subsequent check of the sequence is possible, and which faults
and warnings occurred.

The screenshot below shows the activation in the configuration program:

DI
Eile

Server type BLUEEDIT
Default locale eh E
Locale 2 =] E
Locale 3 E
Locale 4 E
Separatar ! E
Optimation Modbus |
Errar output
Debug output (|
Dutput information
Output of warnings
Filename BELUEEDIT .log
Append to file |

In the above example, all additional output options have been activated. These outputs will be written into the file
MSIOPCDaServer.log. The file will be created again during every restart of the server, because the option 'Append to file'
has not been activated.

Caution: The option 'Debug output' can write large amounts of data into the log file. Therefore, it should only be activated, if
it is really necessary for a fault analysis. 'Debug output' records practically all read and write operations between client and
server.

Structure of the log file
The log file for fault analysis has the following general structure:
[Date time] [c] output text ................

The clock has a resolution of 100 ns. Values smaller than one second are separated from the seconds by a dot (example for
date and time: [ 01.01.2006 11:28:30.2031250 ]).

The output at [c] can be: [I] for information [E] for error (fault) [W] for warning [D] for debug
Normally, a new log file starts with the output of the version and type of the OPCServer. A typical output could be as follows:
[ 01.01.2006 11:26:59.4687500 ] [I] MSI-OPC Data Access Server (PMA) Version= 1.0.0.0

This is followed by the information whether the server uses a valid serial number, and whether it has a valid activation code.
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The output could be as follows:

[01.01.2006 11:27:00.8593750 ] [I] License info: OPCServer license correctly activated.
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Settings and configurations for Remote
access

Settings and configurations for Remote access

Most OPC clients and servers use DCOM in order to communicate via a network. As additional safety functions have been
implemented in Windows XP - especially since Service Pack 2 (SP2) - several useful hints are given below for ensuring
trouble-free operation of DCOM with BlueEditOPCServer. Additional information on DCOM settings and other hints can be
found in the Internet at the OPC Foundation under http://www.opcfoundation.org.

SP2 provides several improvements for the PC's safety, two of which are directly related to OPC via DCOM. For example,
new 'DCOM Limit Settings' have been added. Secondly, a software firewall has been integrated, that is enabled in the
default setting.

By means of the Callback Mechanism used by OPC, an OPC client becomes a DCOM server, and the OPC server becomes
the DCOM client.

Note: OPC communication that is only carried out on a single computer, uses COM instead of DCOM, so that the following
settings are not necessary.

The following sections describe the settings for the Windows firewall, for DCOM, and additional safety settings. The
descriptions are for Windows XP Service Pack 2. The screenshots shown here might not correspond with those of other
Windows versions (2000, XP without SP2, etc.) or might have different contents.

26.11.2008 65 Version 1.2



Firewall configuration Operating instructions BlueEdit-Config 4.3 Settings and configurations for

4.3.1 Firewall configuration

Windows Firewall

The firewall permits communication via a network that was initiated locally, but prevents incoming communication by default.
However, the administrator can define applications and ports that accept unrequested incoming communication. In order for
OPC client/server applications to work properly via DCOM, adjustments are necessary for both.

Firewall configuration
If the Windows firewall is disabled, it does not need to be configured.

If the firewall is enabled, the Exceptions list of the firewall should be selected:

%= Windows Firewall =

General | Exceptions | Advancad

windows Firewall iz blocking incoming network connections. sxcept for e
and services s belowe. Adding exceptions sllowes soms programs
b warh: bBsthar Bt rnight i resss ol sacurnity sk

Programs and Senvices:
Marme
[ File: arecd Frinter S haing
B Microsolt M anagement Corsole
Bl Remote Assistance
[ Aemcte Desktop
1 UPHF Frameworl:

[[add Progrem... | [ addpPar. ][ Edt... ]

Dizplay & natification when \Windows Firewsll blocks a program

what oo shebes sl sl

L Ok ] [ cancel |

All OPC clients and servers must be added to the Exceptions list (click ‘Add Program ..." button).

In addition, the Microsoft Management Console (is used for DCOM configuration program) and the supplementary OPC
program 'OPCEnum.exe' must be added.

If necessary, please refer to Windows Help for details on adding programs to the list.
Note: Only 'exe’ files can be added to the list.

Also, TCP port 135 must be added by means of the 'Port ..." button, as this port is required for initializing the DCOM
communication.

Add a Port E|
Use these setting: bo open a port thiough Windows Firewsll. To find the port
number and protocol, consul the documentation for the program or sesvice you
wank o uze,
Name: |DCOM
Port rmenber: 139
®1cP Ouop

‘what e the risks of opening a poit?

s
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DCOM Settings

4.3.2 DCOM Settings

OPC via DCOM with Microsoft Windows XP and Service Pack 2

Proceed as follows to configure DCOM for OPC communication with Windows XP SP2:

1. Click on Start -> Run, enter 'DCOMCnfg’, and click on OK.

- Type the name of a program, folder, document, o
- Internet resource, and Windows will apen it for vou,

Open: | DCOMCIG)

Run E|E|

(o] (oo ] (gme ]

2. Click on '‘Component services' in the console root.

3. Then click on '‘Computer' under '‘Component services'.

4. Place mouse pointer in workplace, press right mouse key, and then select 'Properties'.

5. Select the tab 'COM Security', which contains the 4 possibilities to be configured:

26.11.2008

*- Compenent Services

B B din Vew Windw e

& jouffna| B @A s

(23 Consolz oot
= {8 Conponenk Sences

PiR= | corouters|
+ (] Ewent Viewer (Local)
+ i servces (Leed)

Conputers 1 olject(s)
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My Computer Properties [’EE'

General
D efault Protocols

Diafault Properties
COM Secunty

Optiors
MSDTC

Aucoess Permissions
Wou may edit who is Igllov_\.'ed dls'LeMt access to applications, You may
I that d, i i s sions,

alzo zet limits on v thwsin o

Ediit Limits. |

Launch and Activation Permiszions
“r'ow may edit who iz allowed by default to launch applications or
activate objectz. You may alzo zet limitz on applications that
datatriire thait AR patmissions.

Edit Limitz., Edit Diefault,

Cancel |

[ ox T

6. Editing the limits for Access and Start:

a. Access rights editing limits ...

Mark the remote access for user ANONYMOUS LOGIN in this dialog box.

Access Permission
Security Limits |

Eroup OF USer nanmnes:
[ =4 ANONTYMOUS LOGON
€7 Everone

Add. | Bemove |
Eermizzions for ARNONYRMMOLLS
LOGOMN Al Drery
Local Access 3] 1
Flemote Access O
oK | Cancel |

4.3 Settings and configurations for

Note: This setting is necessary for OPCEnum.exe and for some OPC servers and clients that set their DCOM 'Authentication
Level' to 'None', in order to permit anonymous connections.

If OPCEnum is not used, the remote access for anonymous users need not be enabled.

b. Start and enabling rights editing limits...

Remote start and remote enabling for the group 'Every' must be activated here.

Note: As the group 'Every' is frequently not desired, as it includes everything, it is often better to create a separate group
(e.g. OPC User). Subsequently, add all users to this new group, who run the OPC server and clients.

7. Editing the standard for Access and Start

Local and remote access must be set to 'Allow’ for every user or group for whom OPC communication is to be possible.

Access rights per user:
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Parmissians for Evenans A

Local Access

Aemote Access

Dary
[
L

gt

Start and activation rights per user:

Permissions for Everyone
Local Laurch
Flemote Launch
Local Sctivation
Rermote SActivation

o
o
2

ajelcfalf;
oooo
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4.3 Settings and configurations for

4.3.3 Additional safety settings

Additional safety settings for Windows XP

Windows XP provides several more important safety settings, which can prevent unauthorized remote access to
BlueEditOPCServer. The local safety settings might have to be adapted accordingly. These are accessible in Windows XP
under 'Administrative Tools'. After opening 'Local Security Policy', you must select 'Local Policies' and the 'Security Options'.

Here, it might be necessary to activate 'Guest account status', as shown in the screenshot below:

& Local Security Settings

Fie Acbon  Yiew Help

e« = 5 rFE 2

5P Security Settings
+ |8 Accoun: Polices
- L8 Local Polcies

+ 08 Audit Poicy

+ ] Public ey Policies

+ |j User Rights Assigniman
+ 8 Sequity Options

= 1 Software Restriction Police
+ & TP Security Policies on Loca

Cininistrabor sccount status
b account status

= Linit Inral account wse of Blank passvards to console lngon onke
@ﬁ.ﬁ:mmts: Rename administrabor account
lﬁlﬁ.ctnmts: Rename guest acoounk
@I.udt: Audit the access of global system obiects
8] ruadi: Audit the use of Backup and Rastors priviegs
@]I.udt: Shut down system immediately if unable to log secunty audics
[¥]0com; Machine Access Restrictions in Securfy Descriptor Definition Language (SDDL) syitex
@DCOM: Maching Launch Restrictians in Security Descripbor Definisan Language (SO0L) syrka
[f#]Devices: lhow unddock, withiout hiaving to bog on
i8] Devices: Allowed bo Format and eject removatle media
ﬁ Dwevices: Prevent users From instaling printer drivers
(A4 evices: Restrict CO-ROM access to locally logged-on user enly
@I’mrm: Restrct Aonpy access to lncally lagged-on user anky
i) vervices: Unsigned criver nstalation behanice
i) romain contralier: Allove server operakors to schedule tasks
[##]0omain controler: LDAP ssrvar signing requiisments
i8] Domain controlier: Refuse maching account password changes
(88 oanain membar: Digitally encrypt or sign securs channel data (siways)

Cromain member: Digitaly encrypt secure channel daka {when possible)

Coaanain mamber: Digitalky sign secure channed daba (when possible)
8] Dornain member: Disable nachine account passmcrd changes
Iﬂﬂtumh membir: Madmum machine account password age
[¥)0cman member: Require strong (Windows 2000 of later) session key
mhlaahu logon: Do nok displey last user name
[ intaractive logan: D ot require € TRL+ALT4DEL
> @I‘llaalw logon; Message bexd For users atbermoting Lo log on

=5

Administrator
Guest
Disabled
Disabled
Disabled

Mot defined
nat defined
Enabied
Administrators
Disabled
Cisabled
Disabled
Wanbut ghow iret,..
Nat defined
Not defined
Mot defined
Enabled
Enabded
Enakded
Disabled

30 days
isabled
Cisabled

nat defined

In addition to the 'Guest account status', you must also adapt 'Network access: Sharing and security model for local
accounts'. It should be set to 'Classic - Local users authenticate as themselves'. The following screenshot shows the settings:
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4.3.4 Example for DCOM settings

Example for DCOM settings

Sometimes, it can be very time-consuming until all the settings on the OPC server and the OPC client PC have been made
so that everything works correctly via DCOM. Shown below are a few screenshots from a correctly working installation. Apart
from the information given below, you should also observe the notes on DCOM and Firewall in the previous sections.

In the example below, all the PCs are in a common workgroup, i.e. not in a domain. In order to simplify the access rights, the
same user and the same password has been entered on all the PCs. Here, the user is 'OPClnterop'.

If you are working in a domain, a group can be created, which can be arranged for common use.

The following screenshot shows the general DCOM settings, as entered for 'Workplace' in DCOMCNFG.

My Computer Properties ['E]E|

Defaul Protocols MSDTC COM Secuity
General Options Delault Fropeities

[ Epable COM Internet Services on this computer

Detault Distributed COM Commurication Properbies
The Authentication Level specifies securnity at the packet level
Detauilt Authenbic abion Level:

| Cornect -]

The mpersonation level specifies whether applications can determne
whio iz calling them. and whether the: application can do operations
uging the client's iderntity.

Default Impersonation Level:

[1dentifn ~]

Security for refersnce racking can be provided if authentication iz uged
and thal the delaull impaisonation level i ot SrRonmos.

I Prowide additional security for reference tracking

[ ok ][ cance |

The next two screenshots show group or user names, which are to be given access rights. Here, more users and groups
have been given access rights than described in the section 'DCOM settings' DCOM einstellungen (@ see page 67).
Particularly important are the access rights for the user 'OPClinterop'.

Access rights, Part 1:

Access Permission @E‘

Dafault 5 ecurity ]
GEroup oF user names:
€T Administrators [MSI1-SHUT TLE \Administrstors) =
€0 ANONYMOUS LOGON
m Authenticated Usars
- Fnpyol -
< >
Add | Bemove |
Bermissions for Administrators Allow Dery
Local Access =] 1
Flemote Access &=l 1
aK I Cancel

Access rights, Part 2:
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Access Permission Elrz]

Dafault Security ]

ﬁml.p or uzer names:

€5 INTERACTIVE -~
€5 NETWORK

€ OPCinterop (MS1-SHUTTLENOFPC-Interop)

€3 SELF
X s ~
* EJ
Add I Bemove |
Barmizsions for Administratars Al Dery
Local Access ] 1
Hemolte Access 5.5 O

Ok I Cancel

Of course, the start authorization for user OPCinterop is equally important,

Operating instructions BlueEdit-Config

4.3 Settings and configurations for

so that he/she is able to start

BlueEditOPCServer. In this case, start authorization has also been assigned to the other groups and users.

Launch Permission E"‘z]

Dafault Security ]

GO0 OF LS names:

€ Everpone =
€0 INTERACTIVE

€32 NE TWORK

3 OPC-leterop MSI-SHUTTLEADPCHrterop]

P s
L3 2
Add. I Bemove |
Barmissions for Administratars Allows Crer

Local Laurch 3] 1
Hemote Launch 1
Leeal Activation ] ]

|

Remote Activation

Ok I Cancel

Also important is that the following settings are made in BlueEditOPCServer. This ensures that, regardless of which user
starts the server, it is always considered as having been started by user OPClinterop. This is particularly important for the

functionality of the callback from the server to the client.

MSI1-OPC.DA.NET.ServerWrapper Properties

Gereral | Location | Secuity | Endpoints | Identity |

Which uzer account do you want to use to run this application?

7 The interactive uzer
7 The launching usert

= This wser.

R ’W Erowse. .. I
Passwatd: [
Confirm : |
o~
[ Ok ] I Cancel I Apply ]
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Problems with Remote access

Problems with Remote access

If problems arise during Remote access to BlueEditOPCServer, the OPC client usually generates error messages. As not all
OPC clients generate the same messages, only a few general hints can be given below. If necessary, the specific error
messages generated by the respective OPC client must looked up in the client's operating manual.

1. Access denied when browsing for BlueEditOPCServer

The OPC client finds the remote PC in the network with BlueEditOPCServer, but access is denied when attempting to
browse for OPC servers. If the OPC client is used to browse the program OPCENUM of the OPC Foundation, the DCOM or
firewall settings for OPCENUM are probably incorrect in the remote PC.

2. BlueEditOPCServer does not start

The OPC client finds BlueEditOPCServer, but cannot start it. Probably, the start authorization for BlueEditOPCServer has
not been defined correctly on the remote PC. Check that the DCOM settings are correct.

3. BlueEditOPCServer starts, but access is not correct
The DCOM access rights have not been defined correctly.
4. Attempt to generate a Group or 'Subscription' fails

The OPC client is able to start BlueEditOPCServer on the remote PC, and is also able to browse for the configured Items.
Synchronous reading and writing is also possible, but access is denied when attempting to generate a Group or
'Subscription’. BlueEditOPCServer tries to execute a callback, but may not access the OPC client, because the DCOM
settings on the client PC are not correct. Perhaps BlueEditOPCServer has been started by a user who does not have access
rights for the client PC.
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End User License Agreement

End User License Agreement
Product: BlueEdit

END-USER LICENSE AGREEMENT for software from MSIndustrie software GmbH.

IMPORTANT - READ CAREFULLY: This End-User License Agreement ('EULA") is a legal agreement between you (either
an individual or a single legal entity) and MSindustrie software GmbH (hereinafter called MSInd), the manufacturer of this
software product (hereinafter called SOFTWARE).

By installing, copying, downloading, accessing or otherwise using the SOFTWARE, you agree to be bound by the terms of
this EULA. If you do not agree to the terms of this EULA, you may not install, use or copy the SOFTWARE, and you should
promptly contact Manufacturer for instructions on return of the unused product(s) in accordance with Manufacturer's return
policies.

Note, however, that any software, documentation, or web services that are included in the SOFTWARE, or accessible via
the SOFTWARE, and are accompanied by their own license agreements or terms of use are governed by such agreements
rather than this EULA. The terms of a printed EULA which may accompany the SOFTWARE supersede the terms of any
on-screen EULA found with the SOFTWARE. This EULA is valid and assures the rights of the end user ONLY if the
SOFTWARE is an original product.

1. COPYRIGHT

This SOFTWARE is the property of MSIndustrie software GmbH and is protected by the Intellectual Properties Act. The
SOFTWARE is licensed, not sold.

2. LICENSE

MSInd grants you the right to install and use one (1) copy of the SOFTWARE on a single computer.

THIS LICENSE MAY NOT BE SHARED, TRANSFERRED TO OR USED CONCURRENTLY ON DIFFERENT
COMPUTERS.

The SOFTWARE may only be used on a single COMPUTER, as defined in this EULA.

You may permanently transfer all of your rights under this EULA, provided you retain no copies, if you transfer all of the
SOFTWARE (including all component parts, the media and printed materials, any upgrades, this EULA), and the recipient
agrees to the terms of this EULA. If the SOFTWARE is an upgrade, any transfer must also include all prior versions of the
SOFTWARE.

3. MANDATORY ACTIVATION

THIS SOFTWARE CONTAINS TECHNOLOGICAL MEASURES THAT ARE DESIGNED TO PREVENT UNLICENSED OR
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ILLEGAL USE OF THE SOFTWARE. The license rights granted under this EULA are limited to the first thirty (30) days after
you first run the SOFTWARE unless you supply information required to activate your licensed copy in the manner described
during the setup sequence (unless Manufacturer has activated for you). You can activate the SOFTWARE through the use
of the Internet or telephone; toll charges may apply.

Moreover, you may also need to reactivate the SOFTWARE if you modify your hardware or the operating system. MSInd
only uses these measures to confirm that you have a legally licensed copy of the SOFTWARE. If you are not using a
licensed copy of the SOFTWARE, you are not allowed to install the SOFTWARE or future SOFTWARE updates. During this
procedure, MSInd will not collect any personal information from your computer.

4. BACK-UP COPY

YOU MAY MAKE A SINGLE BACK-UP COPY OF THE SOFTWARE.

YOU MAY USE THE SINGLE (1) BACK-UP COPY SOLELY FOR YOUR ARCHIVAL PURPOSES AND TO REINSTALL
THE SOFTWARE ON THE COMPUTER. UNLESS EXPRESSLY PROVIDED IN THIS EULA OR BY LOCAL LAW, YOU
MAY NOT OTHERWISE MAKE COPIES OF THE SOFTWARE. YOU MAY NOT LOAN, RENT, LEASE, LEND OR
OTHERWISE TRANSFER THE CD OR BACK-UP COPY TO ANOTHER USER.

You may make any number of copies of the printed documentation.

5. REVERSE ENGINEERING

You may not reverse engineer (decompile, disassemble ...) the SOFTWARE or use it in any other way or manner that is not
expressly mentioned in this agreement.

6. SOFTWARE TRANSFER

You may permanently transfer all of your rights under this EULA to third parties. As the SOFTWARE is licensed as a single
product, you are not entitled to separate its component parts. Therefore, the SOFTWARE transfer to the recipient must
include all its component parts. At the moment of SOFTWARE transfer, the recipient agrees to the terms of this license
agreement. You must destroy all copies of the SOFTWARE you might have.

7. EFFECTIVENESS AND TERMINATION

This license agreement is effective until termination. This agreement terminates without prior notice, if you fail to comply with
the terms and conditions of this EULA. In such event, you must destroy all copies of the SOFTWARE, and return the original
SOFTWARE to the manufacturer.

8. EXPORT RESTRICTIONS

You acknowledge that the SOFTWARE is subject to U.S. export jurisdiction. You agree to comply with all applicable
international and national laws that apply to the products, including the U.S. Export Administration Regulations, as well as
end-user, end-use, and destination restrictions issued by U.S. and other governments.
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9. LIMITED WARRANTY

MSInd warrants that the SOFTWARE will be free from defects in materials and workmanship under normal use and service
for a period of six (6) months from the date of receipt. Within this period, a defective data carrier will be replaced free of
charge.

ANY FURTHER CLAIMS REGARDING THE DATA CARRIER AND THE ASSOCIATED MATERIALS, THEIR QUALITY OR
FITNESS FOR A PARTICULAR PURPOSE ARE EXCLUDED.

MSInd notes that it is not possible given the current state of the art to create computer software so that it will work without
any errors in all applications. Therefore, no liability is assumed for the SOFTWARE's functionality.

9.1 LIMITATIONS OF LIABILITY

The manufacturer is liable in cases of tort, gross negligence, personal injury to life or limb, as well as claims according to the
Product Liability Act or legal regulations. The manufacturer is not liable to any further extent. This applies for every basis of
liability, including unlawful acts.

9.2 CUSTOMER REMEDIES

Manufacturer's and its suppliers' entire liability and your exclusive remedy shall be, at Manufacturer's option, either (a) return
of the price paid, or (b) repair or replacement of the SOFTWARE or hardware that does not meet this Limited Warranty and
which is returned to Manufacturer with a copy of your receipt. This Limited Warranty is void if failure of the SOFTWARE or
hardware has resulted from accident, abuse, or misapplication. Any replacement SOFTWARE or hardware will be warranted
for the remainder of the original warranty period or thirty (30) days, whichever is longer.

9.4 NO LIABILITY FOR CONSEQUENTIAL DAMAGES

To the maximum extent permitted by applicable law, in no event shall Manufacturer or its suppliers be liable for any
damages whatsoever (including without limitation, direct or indirect damages for personal injury, loss of business profits,
business interruption, loss of business information, or any other pecuniary loss) arising out of the use of or inability to use the
SOFTWARE or hardware, even if Manufacturer has been advised of the possibility of such damages. In any case,
Manufacturer's and its suppliers' entire liability under any provision of this agreement shall be limited to the amount actually
paid by you for the SOFTWARE.

10. GOVERNING LAW

For SOFTWARE purchased in Germany, this EULA is governed by the laws of Germany. If the SOFTWARE was purchased
outside Germany, local law may apply. If any provision of this EULA is held invalid, the remainder of this EULA shall
continue in full force and effect.
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